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PROGRAMS OF STUDY  

 
 
This document is a Program of Study for Computer Systems Networking and 
Telecommunications programs at the secondary level. This program of study is considered a 
framework, not a curriculum.  From this framework educators may use this as a tool to provide 
structure for developing learning modules, unit plans, or daily lesson plans that meet the tasks or 
standards within the program of study.  This program of study is based on research, experience, 
and many resources.  The goal is to train a workforce that is skilled, knowledgeable, and able to 
meet the needs of the industry today and well into the future. 
 
In the last decade, computers have become an integral part of everyday life at home, work, 
school, and nearly everywhere else. Of course, almost every computer user encounters a problem 
occasionally, whether it is the annoyance of a forgotten password or the disaster of a crashing 
hard drive. The explosive use of computers has created demand for specialists who provide 
advice to users, as well as for the day-to-day administration, maintenance, and support of 
computer systems and networks. 
 
Computer support specialists provide technical assistance, support, and advice to customers and 
other users. This occupational group includes technical support specialists and help-desk 
technicians. These troubleshooters interpret problems and provide technical support for 
hardware, software, and systems. They answer telephone calls, analyze problems by using 
automated diagnostic programs, and resolve recurring difficulties. Support specialists work either 
within a company that uses computer systems or directly for a computer hardware or software 
vendor. Increasingly, these specialists work for help-desk or support services firms, for which 
they provide computer support to clients on a contract basis. 
 
Technical support specialists respond to inquiries from their organizations’ computer users and 
may run automatic diagnostics programs to resolve problems. They also install, modify, clean, 
and repair computer hardware and software. In addition, they may write training manuals and 
train computer users in how to use new computer hardware and software. These workers also 
oversee the daily performance of their company’s computer systems and evaluate how useful 
software programs are. 
 
Help-desk technicians respond to telephone calls and e-mail messages from customers looking 
for help with computer problems. In responding to these inquiries, help-desk technicians must 
listen carefully to the customer, ask questions to diagnose the nature of the problem, and then 
patiently walk the customer through the problem-solving steps. Help-desk technicians deal 
directly with customer issues and companies value them as a source of feedback on their 
products. They are consulted for information about what gives customers the most trouble, as 
well as other customer concerns. Most computer support specialists start out at the help desk. 
 
Network and computer systems administrators design, install, and support an organization’s 
computer systems. They are responsible for local-area networks (LAN), wide-area networks 
(WAN), network segments, and Internet and intranet systems. They work in a variety of 
environments, including professional offices, small businesses, government organizations, and 
large corporations. They maintain network hardware and software, analyze problems, and 
monitor networks to ensure their availability to system users. These workers gather data to 
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identify customer needs and then use the information to identify, interpret, and evaluate system 
and network requirements. Administrators also may plan, coordinate, and implement network 
security measures.  
 
Systems administrators are responsible for maintaining network efficiency. They ensure that the 
design of an organization’s computer system allows all of the components, including computers, 
the network, and software, to work properly together. Furthermore, they monitor and adjust the 
performance of existing networks and continually survey the current computer site to determine 
future network needs. Administrators also troubleshoot problems reported by users and by 
automated network monitoring systems and make recommendations for future system upgrades.  
In some organizations, computer security specialists may plan, coordinate, and implement the 
organization’s information security. These workers educate users about computer security, install 
security software, monitor networks for security breaches, respond to cyber attacks, and, in some 
cases, gather data and evidence to be used in prosecuting cyber crime. The responsibilities of 
computer security specialists have increased in recent years as cyber attacks have become more 
common. This and other growing specialty occupations reflect an increasing emphasis on client-
server applications, the expansion of Internet and intranet applications, and the demand for more 
end-user support.  
 
Computer support specialists and systems administrators normally work in well-lighted, 
comfortable offices or computer laboratories. They usually work about 40 hours a week, but if 
their employer requires computer support over extended hours, they may be “on call” for rotating 
evening or weekend work. Overtime may be necessary when unexpected technical problems 
arise. Like other workers who type on a keyboard for long periods, computer support specialists 
and systems administrators are susceptible to eyestrain, back discomfort, and hand and wrist 
problems such as carpal tunnel syndrome. 
 
Computer support specialists and systems administrators constantly interact with customers and 
fellow employees as they answer questions and give advice. Those who work as consultants are 
away from their offices much of the time, sometimes spending months working in a client’s 
office. 
 
As computer networks expand, more computer support specialists and systems administrators 
may be able to provide technical support from remote locations. This capability would reduce or 
eliminate travel to the customer’s workplace. Systems administrators also can administer and 
configure networks and servers remotely, although this practice is not as common as it is among 
computer support specialists. 
 
A college degree is required for some computer support specialist positions, but certification and 
relevant experience may be sufficient for others. A bachelor’s degree is required for many 
network and computer systems administrator positions. For both occupations, strong analytical 
and communication skills are essential.  
 
Due to the wide range of skills required, there are many paths of entry to a job as a computer 
support specialist or systems administrator. Training requirements for computer support 
specialist positions vary, but many employers prefer to hire applicants with some formal college 
education. A bachelor’s degree in computer science or information systems is a prerequisite for 
some jobs; other jobs, however, may require only a computer-related associate degree. And for 
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some jobs, relevant computer experience and certifications may substitute for formal education. 
For systems administrator jobs, many employers seek applicants with bachelor’s degrees, 
although not necessarily in a computer-related field.  
 
People interested in becoming a computer support specialist or systems administrator must have 
strong problem-solving, analytical, and communication skills because troubleshooting and 
helping others are vital parts of the job. The constant interaction with other computer personnel, 
customers, and employees requires computer support specialists and systems administrators to 
communicate effectively on paper, via e-mail, over the phone, or in person. Strong writing skills 
are useful in preparing manuals for employees and customers. 
 
Beginning computer support specialists usually work for organizations that deal directly with 
customers or in-house users. Support specialists may advance into positions in which they use 
what they have learned from customers to improve the design and efficiency of future products. 
Job promotions usually depend more on performance than on formal education. Eventually, 
some computer support specialists become software engineers, designing products rather than 
assisting users. Computer support specialists in hardware and software companies often enjoy 
great upward mobility; advancement sometimes comes within months of becoming employed.  
 
Assumptions of This Program of Study 
 
High-quality programs should meet the following standards: 

• Promote positive working relationships  
• Implement a curriculum that fosters all areas of skill development – cognitive, 

emotional, language, physical, and social  
• Use developmentally, culturally, and linguistically appropriate and effective teaching 

approaches  
• Provide ongoing assessments of student progress  
• Employ and support qualified teaching staff  
• Establish and maintain collaborative relationships with families  
• Establish and maintain relationships and use resources of the community  
• Provide a safe and healthy learning environment  
• Implement strong program organization and supervision policies that result in high-

quality teaching and learning 
• Integrate academic skills and aptitudes necessary for gainful employment and promoting 

a foundation of lifelong learning 
 
CIP Code 
 
11.0901   COMPUTER SYSTEMS NETWORKING AND TELECOMMUNICATIONS 
 
Pennsylvania CIP 
An instructional program that focuses on the design, implementation and management of linked 
systems of computers, peripherals and associated software and prepares individuals with the 
technical skills required to support networks and network users. This program includes 
instruction in networks technologies and standards: system design, architecture, operating 
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systems, security, communications protocols, client support, messaging services, network 
management, troubleshooting and server optimization.  
 
Those completing the program may be employed as a network administrator, network specialist, 
network technician, webmaster, client services analyst (end user) or network operator.  
 
For more information, contact: 
 
Dr. Jay Brown 
Bureau of Career and Technical Education 
PA Department of Education 
333 Market Street, 11th Floor 
Harrisburg, PA  17126-0333 
Phone: 717-346-9735 
Fax: 717-783-6672 
TTY: 717-783-7445 
jobrown@state.pa.us  
 


